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ABSTRACT

We study the verification of compositions of Web Service peers
which interact asynchronously by exchanging messages. Each peer
has access to a local database and reacts to user input and incom-
ing messages by performing various actions and sending messages.
The reaction is described by queries over the database, internal
state, user input and received messages. We consider two for-
malismsfor specification of correctness properties of compositions,
namely Linear Temporal First-Order Logic and Conversation Pro-
tocols. For both formalisms, we map the boundaries of verification
decidability, showing that they include expressive classes of com-
positions and properties. We also address modular verification, in
which the correctness of a composition is predicated on the proper-
ties of its environment.

1. INTRODUCTION

Recent years have witnessed the proliferation of Web services
powered by an underlying database and interacting with human
users and with peer Web services. Examples include e-commerce
sites, scientific and other domain-specific portals, e-government,
and data-driven Web services. The development of such servicesis
facilitated by the emergence of high-level specification toolswhich
automatically generate the code implementing the Web service (a
commercially successful representativeisWebML [7]). Besidesin-
creasing developer productivity, high-level specification tools cre-
ate opportunities for automatic verification. Such verification leads
to increased confidence in the service's correctness by addressing
themost likely source of errors—the specification itself— as opposed
to the less likely errorsin the well-maintained automatic code gen-
erator.

In prior work [13], we studied as a first step the verification
of isolated Web services which interact only with external users
(through a Web browser interface). Many settings however require
services to interact with each other, typically by exchanging mes-
sages. For instance, even seemingly self-contained e-commerce
Web sites place calls to an external Web service to charge a credit
card. Similarly, a bank’s loan management application exchanges
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Figure 1: Bank loan application

messages with a credit reporting agency’s Web service.

In this paper, we present a significant extension of our verifi-
cation work to compositions of Web services (also called peers,
which interact by asynchronous message exchange. The peers re-
ceive both input from their users (through the Web interface) and
messages from other peers. They react by updating their internal
state, by sending messages (such as a credit check request to a
credit agency’s Web service) or by performing actions (such as the
generation of a notification letter). Each peer’s reaction is a func-
tion of the current contents of the database, state, user input and
received messages. We illustrate a composition below.

ExAmMPLE 1.1 Consider a bank’s |oan application process involv-
ing the applicant customer, the loan officer, his manager, and the
credit reporting agency (as shown in Figure 1). Applicant, loan
officer and manager play their part in the process using Web in-
terfaces running on top of the Web services A, O, M respectively.
The credit reporting agency provides the Web service CR.

The officer’s Web service O, for instance,

e receives application messages from the customer’s Web ser-
vice;

e allows the officer to view details about the applicant, avail-
able in the bank’s customer database;

e allowsthe officer to request the customer’s credit history, ob-
tained via a message from CR, which retrieves the informa-
tion by querying its own local database;

e alowsthe officer to input his recommendation of acceptance
or denial;

e sends a message with the recommendation, as well as the
customer data and credit history to the Web service M, which
allows the manager to input her final decision, returned as a
message to O;

e generates notification letters for customers.

As asample correctness property, we'd like to ensure that the com-
position satisfies bank policy, according to which the officer may



make an unsupervised decision granting loans to applicants with
excellent credit rating and denying them to those with poor rat-
ing. All other credit ratings require the manager’s involvement. We
show in this paper how such properties are expressed and automat-
ically verified. a

A run is a sequence of snapshots through which the collection
of peers evolves during the interaction with users and with each
other. The correctness of a composition is specified by proper-
ties which express requirements on individual run snapshots (us-
ing First-Order Logic), as well as the temporal relationship among
these snapshots. Verification involves searching for runs which vi-
olate the property. We are interested in sound and completeer-
ification, which produces a counterexample run if and only if the
property is violated.

We consider two formalisms for property specification, namely
First-Order Linear Temporal Logic and Conversation Protocols. Con-
versation protocols were introduced in [17] as a generalization of
an industrial standard (IBM's conversation support project [19]).
Classical conversation protocols are concerned only with the se-
quence of message names observed during the interaction. In this
paper, we extend them with awareness of the message contents.

Contributions. For both property formalisms, we map the bound-
aries of verification decidability. In particular, we explore various
semantics for message-based communication (singleton versus set
messages, lossy versus perfect communication channels, bounded
versus unbounded received message queues). We also identify syn-
tactic restrictions on the peer and property specifications which,
under appropriate communication semantics, guarantee decidabil-
ity of verification in PSPACE. This complexity is the best one can
hope for given that propositional LTL verification of finite-state
Mealy machines is PSPACE-complete [9]. We show that our re-
strictions are quite tight: even slight relaxations thereof lead to un-
decidability. When the composition consists of a single peer with
no message channels, the restrictions degenerate to the notion of
input-boundednessom [13]. We demonstrated the expressivity of
input-bounded peer specifications in [12] by modeling significant
parts of four well-known database-powered Web sites (demo avail-
able at [1]). The favorable experimental results obtained in [12]
for verification of individua input-bounded services suggest that
similarly good performance can be expected for compositions.

Finally, we address modular verification, in which the correct-
ness of asubset of the peers is checked when the full specification
of the other peers is not available and the only knowledge about
them is declared as properties of their message input-output behav-
ior. Modular verification is useful when some peers are provided by
autonomous parties unwilling to disclose implementation details,
or when verification of a partially specified composition is desired.

Relationship to Software Verification. In the broader context
of software verification, our work addresses sound and complete
automatic verification of a novel class of reactive systems com-
municating asynchronously. The systems are infinite-state because
the underlying database and user input values are not fixed in ad-
vance. This is a departure from most existing research, which fo-
cuses on communicating finite-state systems (called CFSMsiin [6,
2, 3], and e-compositionsn the context of Web services, as sur-
veyed in[22, 23, 24, 21]). Conventional wisdom in software verifi-
cation holds that sound and complete verification of infinite-state

ply message, but preclude us from requiring the reply to reflect the
customer’s database record. To handle data-driven compositions
and data-aware correctness properties, we employ a novel mix of
model-checking and database/l ogic techniques. Our results suggest
that the data-driven composition scenario with peer specifications
based on database queries is particularly well-suited to automatic
verification, in contrast to general-purpose software verification.
Paper Outline. The remainder of the paper is organized as fol-
lows. Section 2 introduces our formalism for specification of data-
driven peers and compositions. Sections 3 and 4 study the ver-
ification of properties expressed by Linear Temporal First-Order
Logic, respectively Conversation Protocols. We address modular
verification in Section 5. We present related work in Section 6 and
conclude in Section 7. All proofs are shown in Appendix ?7?.

2. PEERSAND COMPOSITIONS

We describe a framework for the specification of compositions,
starting from the individual Web services (called peers) involved in
acomposition. Peers communicate with each other by sending and
receiving messages via one-way channelsimplemented by message
gueues Each queue is associated with a unique sender who places
messages into the queue, and a unique receiver who consumes mes-
sages from it in FIFO order. The queue is called an out-queueby
the sender and an in-queueby the receiver. The queues are classi-
fied into flat queuesand nested queuedat queues deliver single-
tuple messages, e.g. the age and social security number of a given
customer. Nested queues transport messages consisting of a set of
tuples, e.g. the set of books written by an author. Notice that, by
modeling communication channels with queues, we assume that
messages arrive in the same order they were sent.

Each peer consists of

—an underlying database that remains fixed throughout the inter-
action with the environment;*

—aset of state relations that are updated throughout the interac-
tion;

—aset of input relations which capture the input provided by the
user who picks among a set of options generated by the peer.

—a set of action relations modeling the performed actions (e.g.
the sending of a natification letter is modeled as the insertion of a
tupleinto the letter table)

—aset of in-queues through which the Web service receives mes-
Sages;

—aset of out-queues used to send messages;

—a set of rules specifying the reaction to user input and received

messages.
The rules specify how the set of current user input choices is gen-
erated, and how the Web service reacts to the user’s input and/or
to the arrival of messages. The reaction is a function of the cur-
rent contents of the database, state, user input and received mes-
sages, and it involves updating the state, performing actions (such
as the placement of an order) and sending messages (such as a
credit check reguest to a credit agency’s Web service). Formally,
we have:

DEFINITION 2.1. AWeb service (or peer) W is a tuple
<D7 Sa 17 A7 Qirn Qout, R), where:

e D S I A, Qin, Qout are relational schemas called, respec-
tively, database, state, input, action, in-queue and out-queue
schemas. The sets of relation symbols of the schemas are
disjoint (but they may share constant symbols). The queue

systems is infeasible, prescribing instead the approach of finite-
state abstraction followed by classical finite-state model checking.
In the data-driven Web service scenario we consider, data values
arefirst-class citizens and abstracting them away is not satisfactory.
For instance, abstraction would allow usto check that upon receiv-
ing somecredit score request, the reporting agency sends somere-

We do not claim that the peer’s database does not change; we
simply regard the changing part of the database as state.



schemas are partitioned into a flat and a nested p@it. =
Qifn U Qfln and QOUt = qut ) Q:)]ut-

We requireSto include, for each in-queu®, a propositional state
emptyq indicating if the queud) is empty, referred to as queue

communication aspect of the composition.

Notation To improve readability, in the following we display
any relation R in the specification of service WV, depending on
whether it belongsto W.I, W.D, W.S, W.A, W.Qin and W.Qout,

state. (Note that queue states are only available for in-queues, since gsR R R, R, 7R and IR, respectively.
we assume out-queues are located at the recipients of sent messages
and thus their state is not accessible by the peer.) We also denote

by Prev; the relational vocabulary{prev; | I € 1}, whereprev;
has the same arity a5k (intuitively, prev; refers to the most recent
non-empty input td).

Finally, R is a set of rules containing the following:

e For each input relation/ € I of arity & > 0, aninput rule
Options; () — ¢1(T)

whereOptions; is a relation of arityk, = is a k-tuple of dis-
tinct variables, andp;(z) is an FO formula over schema
D U S UPrevi U Qjn, with free variablest.

e For each state relatiort € S that is not a queue state, one,

both, or none of the followingate rules:

— aninsertion ruleS(z) «— ¢ (7),
— adeletion rule= S(z) — ¢4 (z),

where the arity ofS' is k, = is a k-tuple of distinct variables,
and ¢ (z), ¢5 (%) are FO formulas over schenfa U S U
I U Previ U Qin, With free variablest.

e For each action relatiomd € A, anaction rule
AT) «— pa(a)

where the arity ofd is k, z is a k-tuple of distinct variables,
and ¢4 (z) is an FO formula over schem® U S U I U
Previ U Q;n, wWith free variablest.

e [For each out-queue relatio@ € Qous, ONesend rule
Q(T) — ¢o(T)

where the arity of)) is k, z is a k-tuple of distinct variables,
and pq () is an FO formula over schemB U S UTI U
Previ U Qin, With free variablest.

Intuitively, the input rules specify a set of options to be presented
to users, from which they can pick at most one tuple to input. This
feature corresponds to menus in user interfaces. At every point in
time, input J contains the current input tuple and prev; contains
the most recent previous non-empty input to J. The state rules
specify the tuplesto beinserted or deleted from state relations (with
conflicts given no-op semantics, as seen below). If no ruleis spec-
ified for a given state relation, the state remains unchanged. The
action rules specify the actions to be taken in response to the input.
The send rules specify the tuples used to construct the message.
For nested queues, al tuples yielded by one firing of the send rule
are collected into one message. Flat queues are intended to be used
when the send ruleisknown to yield asingle tuple. If several tuples
are generated, then at most one of them is non-deterministically
placed into the queue and the others are dropped.

Remark. Syntactic sugarThe above alows us to simulate var-
ious syntactic sugar on individual peers as donein [13] (such as a
notion of a current Web page; rules governing the transition to the
next page; inputsfor buttonsand HTML links; etc.). For simplicity,
we abstract syntactic sugar and focus on modeling the distributed

EXAMPLE 2.2 We specify the loan officer's peer O from Exam-
ple1.1. O’'sschemaisgiven as.

O.D = {customer(cld,ssn,namg

O.I = {reccom(cld,recommendatior}

0.8 = {application(cld,loan),
awaitsHis{cld,ssn,name,loan,rating
awaitsMgi(cld,ssn,name,loan,rating,

account,balancg}

O0.A { letter(cld,name,loan,decisior}
0.Qf, {apply(cld,loan), decision(cld,deg,
rating(ssn,category}

0.Q;, = {history(ssn,account,balang¢
0.Qf,. = {getRating(ssn, getHistory(ssn}
0.Q5ut = {recommend(cld,loan,decision,rating,

account,balancg}

We show some of O’srules below. O runs on top of a customer
database which records each customer’s id, ssn and name. The in-
put reccom alows the officer to provide an approval or denial rec-
ommendation for any customer, by picking from a menu generated
by input rule (1). Upon arrival of an application message, O reacts
automatically, without the officer's involvement, as follows. The
application message is saved in the applicationstate (rule (2)) and
acredit rating request message is sent to the credit agency peer CR
(rule (3)). Notice how the customer database is consulted to trans-
|ate the bank-specific customer id to the ssn required by the credit
agency’s Web service. On receipt of a message rating a customer’s
credit as“excellent”, an approval |etter isgenerated (4). Customers
with “poor” rating get denia letters (5). For al other ratings, a
message is sent to request the credit history details, namely the list
of open accounts and their balance (rule (7)). In addition, the cus-
tomer’s information and rating are recorded in the state awaitsHist
(rule (8)), where they await the response of CR. Upon its receipt,
the complete customer information gathered so far is recorded in
the state awaitsMgr (rule (9)). The subsequent input of a recom-
mendation by the officer triggers the sending of arecommendation
message to the manager’s Web service M (rule (10)). M’sreply
causes an appropriate |etter-writing action (6).

Optionsreccom (id,rec) «— Jssn,nameustomer(id,ssn,namg
A(rec = “apprové V rec = “deny) 1)
application(id,loan) <  “?apply(id,loan) 2

lgetRating(ssn  «  3id,loan,name?apply(id,loan) (3)
A customer(id,ssn,namg

|etter (id,name,loan,dec«— Jssncustomer(id,ssn,namg
Aapplication(id,loan)

A[?rating(ssn, “excellent) A dec= “approved (4)
Vv Zrating(ssn, “poor’) A dec= “denied (5)
Vv ?decision(id,dec)] (6)



lgetHistory(ssn < 3r rating(ssn,r) @
A —(r ="excellent vV r = “poor”)

awaitsHis{id,ssn,name,l)y < ?2rating(ssn,r) A
—(r = “excellent vV r = “poor”) A application(id,!)
Acustomer(id, ssn, name) (8)

awaitsMgr(id,ssn,name,loan,rating,acc,hat—
?history(ssn, acc, bal)
A awaitsHis{id,ssn,name,loan,rating 9

Irecommend (id,ssn,name,loan,rec,rating,acc,pat
reccom(id,rec)
AawaitsMgr(id,loan,ssn,name,rating,acc,hal (10)

O

We next define the notion of a configuration of a Web service,
and the transition relation among configurations. Informally, acon-
figuration consists of the fixed database, the contents of the mes-
sage queues, as well as the states, previous and current inputs, and
actions. To formalize the usage of message queues, we first intro-
duce the following notation, allowing us to refer to the first and
last message in each in-queue. Suppose Q™ is an instance of the
in-queues, i.e. a mapping associating to each R € Qin afinite
sequence of instances of R. Given Q™", we define the relational in-
stances f(Q™) and 1(Q™), both of schema Q;n, holding the first,
respectively last messages from all queues. Thus, if R € Qf,
(Q™(R) is aflat queue), then f(Q™)(R) and I(Q™)(R) con-
tain each a singleton tuple which is the first, resp. last message
inQ™(R). If R € QL. f(Q™)(R) and I(Q")(R) contain the
set of tuples making up the first, resp. last message of Q" (R). If
Q™ (R) isempty soare f(Q™)(R) and [(Q™)(R).

DEFNITION 2.3. LetW = (D,S,I, A, Qin, Qout, R) be a
Web service. Aonfiguration of W is a tuple
(D, S, 1,P,A,Q™,Q°") where the databas® is an instance of
D, the stateS is an instance o8, the input! is an instance of,
the previous inputP is an instance oPrevy, and the actionA
is an instance ofA. Additionally, Q™" (Q°“*) associates to each
R € Qin (R € Qou) a finite sequenc&’™(R) (Q°**(R)) of

instances oR. We refer taQ'" and Q°** respectively as instances

of the in-queues and out-queues. For edthe Qin, the queue
stateemptyr is true iff the sequence associated Roby Q™" is
empty. Finally, for each relatiork in I of arity & > 0, I(R) C
{v} for somev € Optionsr, whereOptionsr is the result of
evaluatinggr on D, S, f(Q™), and P; if R has arity zero (so
R is a propositional state), thedi(R) is a truth value such that
I(R) — Optionsg.

We next define the transition relation of a Web service. This
relation defines for every current configuration of the Web service
its legal successor configurations, reachable in one atomic step.

DEFINITION 24. LetW = (D,S,T, A, Qin, Qout, R) be a
Web service and’; = (D;, S;, I, P;, A;, Q4™, Q¢**), a configu-
ration of WW. A configuration

Cis1 = (Dit1,Siv1, Lig1, Pig1, Aig1, Qi1, Q711)

of W is alegal successor configuration ofC; iff:

e D; = D,;;1 i.e. the database remains unchanged. We will

denote it withD.

e for each relatiorprevr in Previy, Pit1(prevr) = I;(R) if
I;(R) # 0, and P41 (prevr) = P;(prevr) otherwise.

o for each relationS in S that is not a queue staté; 1 (.5) is
the result of evaluating

(03 (T) A =p5 (2))V
(S(2) A o5 () A (2))V
(S(2) A =5 () A= (7))

on D, Si, f(Qi™), I, and P;, where () is taken to be
falseif it is not provided ¢ € {4, —}). In particular, S re-

mains unchanged if no insertion or deletion rule is specified
for it.

o for each relationA in A, A;11(A) is the result of evaluating
pwaonD,S;, f(Qi"), I;, and P;.

e for each relationR in Qout, let mr denote the result of
evaluatingpr on D, S;, f(Q), I;, and P;. If R € Q2.
Q% (R) is obtained by enqueuingur into Q' (R). If
R € Qf .. then ifmpz is non-empty ot (R) is obtained
by engueuing intaQ?"*(R) a singleton containing a non-
deterministically picked tuple frormg. If mgr is empty,

v (R) = QY (R) so the queue remains unchanged.

o for each relationR in Qin, if R is mentioned in the set of
rules R, the corresponding new in-queug’’, (R) is ob-
tained by dequeuing the first message fiQHi (R). Other-
wise, Q11 (R) = Qi"(R).

Notice that we employ a“snapshot” semantics, in the sense that at
each step al rules are simultaneously interpreted over the current
configuration. In particular, al occurrences of R € Qi in'R refer
to the same first message in gr. Also notice that a message sent in
the current configuration 4 is enqueued at the receiver in the suc-
cessor configuration ¢ + 1. Furthermore, since WW'’s out-queues are
some other peers’ in-queues, WV side-effects the receiver’s queues
upon transitioning to the successor configuration.

We next define the syntax and semantics of acompositiorof Web
services.

DEFINITION 2.5. A composition is a set of Web services =
{Wi}lgign such thatWi.Qin N Wj.Qin = () and Wi.Qout N
W;.Qout = 0 for i # j, so each queue is an output (input) queue
for at most one peer. We say tltats closed if

T WiQin = UL, Wi.Qout, Otherwise it isopen. We refer
to the composition members peers.

Intuitively, acomposition isclosed if every peer’sin-queue is some
other peer’s out-queue and conversely, so that no input messages
are received from or sent outside the composition.

Since we are interested in verifying the correctness of a compo-
sition’s behavior, we describe the latter via the notion of “run” of
aclosed composition. Essentially, arun is a sequence of snapshots
through which the composition evolves. Each snapshot specifies
the current configuration of each peer. We consider only serialized
runs, i.e. runsin which at every step precisely one peer performs a
transition.

DEFINITION 2.6. LetC be a closed compositiofW; }1<;<n
and D = {D;}i<j<n be database instances where eabdh is
an instance of#V;.D. A run ofC over D is an infinite sequence
{(k:,(C])jep1,n)) iz0, Wherek; € [1,n] and C} is a configura-
tion of peerV;, such that:



e for eachj € [1,n], the state, action, previous input and
queues o} are empty and its database 13;;

e for eachi > 0, 4,1 € [1,n] and for eachR € W;.Qout N
Wi.Qin, the queues associated fin C/ and C! are iden-
tical;

e for each: > 0,

0] Cﬁl is a legal successor configuration (ﬁ‘f for peer
Wk, and

(i) foreachl <[ < nwithl # k;, the database, input,
previous input, state and actions 6f, ; and C! coin-
cide, and so do the queues for eaBhe (WV,.Qin \
Wki -Qout U Wl~Qout \ Wleln)

We say that (only) peer,,, moves at stepi. (C7)1<;<, is called
the snapshot at step:.

Intuitively, at step 4 in the run, only the peer W, moves while
the others wait their turn. While waiting, their configurations are
preserved, except for the queues which are updated by peer Wi,
These are the queues into which W, sends, and from which Wi,
receives.

Lossy and perfect channels The semantics of Web compositions
as defined above assumes that channels are perfect i.e. all mes-
sages sent across a channel are received. This is modeled by en-
queuing each sent message into the corresponding in-queue. In
practice however, channels are often lossy i.e. messages may be
lost in transit. Indeed, thisis reflected in the models used in stan-
dard work on communicating finite-state automata [2, 3]. We can
also define a variant of the semantics for Web compositions that
captures|ossy channels, by non-deterministically allowing sent mes-
sages to not be enqueued in the corresponding in-queue. Werefer to
such Web compositions as Web compositions with lossy channels
and to the Web compositions defined above as Web compositions
with perfect channelsAs we shall see, many of the results depend
on whether channels are lossy or perfect.

There are many ways in which the correctness of a composition
can be specified. We investigate two alternatives next: temporal
logic (Section 3) and conversation protocols (Section 4).

3. LTL-FO PROPERTIES

The correctness of acomposition is specified by statementswhich
can express the properties of individual run snapshots (using First-
Order Logic), as well as the tempora relationship among these
snapshots (using Linear Temporal Logic operators). We call these
statements LTL-FO properties.

DEerFINITION 3.1. (Inspired by [14, 4, 27]) The language LTL-
FO (first-order linear-time temporal logic) is obtained by closing
FO under negation, disjunction, and the following formula forma-
tion rule: If o andv are formulas, theiX and U1 are formulas.
Free and bound variables are defined in the obvious way.ufhe
versal closure of an LTL-FO formulap(z) with free variablest is
the formulavze(z). An LTL-FO sentence is the universal closure
of an LTL-FO formula.

Note that quantifiers cannot be applied to formulas containing tem-
poral operators, except by taking the universal closure of the entire
formula, yielding an LTL-FO sentence.

Composition Schema. Let C = {W); }1<;<, beacomposition.
Properties of runs are expressed over the composition schemaf C
which consists of

e the union of all peer schemas in which each relation is qual-
ified by the name of its peer:
C.Y =U;_ {W;.R|R € W;.Y} for each

Y € {Ia prevry, Sa A7 Qirh Qifna Q?rn QOUt7 quta qut};

e theset of propositional states{movey | W € C}. Intuitively,
at every step of arun, movey holdsiff VV isthe moving peer
at that step.

Semantics of LTL-FO Properties. Let ¢ = VZp(z) be an
LTL-FO sentence over the above schema. We say that the com-
position C satisfies VZp () (denoted C = ) iff every run p of C
satisfies . Let p = {pi}i>0 bearun of C over databases D, and
let p>; denote {p; }:>;, for j > 0. Notethat p = p>o. Let Dom(p)
be the active domain of p, i.e. the set of al elements occurring in
relations or as constants in p. Therun p satisfies Vz(z) (denoted
p E V() iff for each valuation v of & in Dom(p), p>o satis-
fies p(v(x)). The latter is defined by structural induction on the
formula: An FO sentence ) is satisfied by p; = (ki, (C7)1<j<n)
if the structure p/, satisfies ¢, where p!, is obtained from p; by

e replacing the instance ¢ of in-queuesin p; with the relational
instance f(q);

e replacing the instance ¢ of out-queues of p; with the rela-
tional instance I(q);

e setting the propositional state movey, . to true and movey
for W # Wi, tofalse

Intuitively, an in-queue symbol @ used inan LTL-FO formulais
taken to refer to the first message of Q, currently available as an
input message, and an out-queue symbol @ refers to the message
most recently added to the queue Q. Note that, in order to refer to
the output messages generated at step ¢, one has to refer to the last
messages of the out-queues at step i + 1.

The semantics of Boolean operators is the obvious one. The
meaning of the temporal operators X, U is the following (where
= denotes satisfaction and j > 0):

o pz; = Xpiff pxjt1 b= ¢,

e p>; | pUyiff 3k > jsuchthat p>x = ¢ and p>1 = ¢
forj <l <k.

Observe that the above temporal operators can simulate all com-
monly used operators, including B (before), G (always) and F (even-
tualy). Indeed, oBv (“ must hold before fails’) is equiva-
lent to ~(—pU—); Ge (“¢ generallyholds’) is equivalent to
false B ¢; Fo (“¢ finally holds”) is expressible astrue U ¢ . We
use the above operators as shorthand in LTL-FO formulas when-
ever convenient.

EXAMPLE 3.2 LTL-FO sentences can express many interesting prop-
erties of compositions. For instance, property (11) below statesthat
every received application message from an applicant found in the
customer database will eventually result in either an approval or a
denial etter.
Vid,l,name,ssiG
[(O.?apply(id,l) A O.customer(id,ssn,namg)
— F
(O. letter(id,name,l,“denied)
VO. letter(id,name,|,“approved))] (11)

The following requires loans to be approved only for applicants
with excellent credit rating or for those previously cleared by the



THEOREM 3.4. Itis decidable whether an input-bounded com-
position with k-bounded queues and lossy channels satisfies an
input-bounded LTL-FO property. Furthermore, the problemrssace-

manager.

Vid,name,loanG

[(3ssnCR.Irating(ssn,“excellent’) A O.customer(id,ssn,namg
Vv M.!decision(id,“approved”))
B
-0. letter(id,name,loan, “approved)]

3.1 Decidable Verification

In this section we establish two restrictions under which verifica-
tion is decidable for a significant class of compositions with lossy
channels. These restrictions will be justified in Section 3.2, where
we show that even modest relaxations lead to undecidability. The
first restriction is syntactic and is called input-boundednessThe
second is of a semantic nature, assuming bounded-length queues

Input-boundednesis a natural restriction inspired by the obser-
vation that each peer isdriven by the user input and by the incoming
messages. Essentialy, we require that quantified variables range
only over the active domain of the current inputs, the previous in-
puts and the first messages of flat (but not nested!) queues. This
restriction is enforced syntactically as follows.

The set of input-bounded~O formulas over a composition C’s
schema is obtained by replacing in the definition of FO the quan-
tification formation rule with the following:

e if ¢ is an input-bounded formula, « is an atom using a re-
lational symbol from C.I U C.Previ U C.Qf, U C.Qf .
z C free(a), and z N free(3) = () for every state, action or
nested in-queue atom 3 in ¢, then 3z (aAy) and VZ (o — )
are input-bounded formulas.

A peer isinput-bounded iff

1. al state, action, and send rules into nested queues are given
by input-bounded formulas, and

2. al input rules, as well as all send rules into flat queues use
3*FO formulasin which all state and nested queue atoms are
ground.

An LTL-FO sentence over the composition schemaisinput-bounded
iff al of its FO subformulas are input-bounded.

EXAMPLE 3.3 Peer O in Example 2.2 isinput-bounded, and so are
the properties in Example 3.2. Examples for non-input-bounded
properties can be found in [13]. ad

For the particular case when the composition consists of asingle
peer without any message queues, the above restriction degenerates
to the notion of input-bounded Web service from[13]. To show that
input-bounded specifications of individual peers cover alarge class
of applications, we have modeled significant parts of a computer
shopping Web site similar to the Dell computer shopping site, an
airline reservation site similar to Expedia, an online bookstore in
the spirit of Barnes & Noble, and a sports Web site on the Motor-
cycle Grand Prix (al published at [1]).

complete for schemas with fixed bound on the arity, BxelSPACE
otherwise.

The proof is outlined in Appendix ??. It essentially consistsin
a non-trivial PTIME-reduction to the problem of verifying input-
bounded properties of compositions consisting of asingle peer with
no queues. In addition, the peer can inspect, for each input 7, the
previous non-empty inputsto I, using relations prevt for 1 < i <
k (instead of just the immediately previous non-empty input prevr,
asin our definition of a peer). Werefer to peers with this ability as
peers with k-lookback. The decidability of verification for peers
with k-lookback is shown by adapting and extending Theorem 3.5
in [13], asfollows.

LEmMMA 3.5. (followsfrom [13]) It is decidable, given a com-
positionC = {W} whereW is an input-bounded peer with-

lookback and no message queues and an input-bounded LTL-FO

propertyy, whetherC satisfiesp. The problem i®sPACE-complete
for schemas with fixed bound on the arity, aexiPSPACE other-
wise.

Remarks Transmission delaykn our model of compositions, we
assumed instantaneous transmission of messages (that are not |ost)
by having each message be enqueued immediately after being sent.
The model and results can be easily adapted to model arbitrary
transmission delays, as long as the capacity of each channel is
bounded. In the simulation of the composition by a single peer,
the transmission delays can be captured by partitioning each in-
queue into areceived portion followed by an in-transit portion, and
triggering the transition of a message from the in-transit portion
to the received portion using a new propositional input turned on
non-deterministically by a dummy user. The decidability does not
extend to channels with unbounded capacity. Indeed, thisissimilar
to having unbounded queues, for which verification is undecidable
(see Corollary 3.6).

Perfect nested message chanrigisorem 3.4 assumesthat all chan-
nels are lossy. It turns out that the result still holds if nested mes-
sage channels are perfect, and flat message channels are lossy.

3.2 Boundariesof Verification Decidability

We have shown in Section 3.1 that we can soundly and com-
pletely verify a significant and expressive class of compositions
and properties. It is natural to ask whether the restrictions of The-
orem 3.4 are truly necessary. In this section we show that this is
indeed the case, in the sense that minimally relaxing any single re-
striction leads to undecidability. The proofs areall in Appendix ?7.

We first investigate the assumptions pertaining to the bounded-
ness of queues and lossyness of channels. We immediately obtain
the following as consequences of prior work on peers which are
communicating finite-state machines (CFSM) with queues holding
propositional messages: verification is undecidable for unbounded
queues, whether they are perfect (Brand and Zafiropulo [6]) or
lossy (Abdulla and Jonson [2]):

Asitturnsout, for proper compositions the syntactic input-boundedness  coroL L ARy 3.6. (of [6, 2]) It is undecidable to determine if

restriction isinsufficient to yield decidability. We need to make the
further assumption that the queues are bounded. We say that acom-
position has k-bounded queuei$ each queue may simultaneously
contain at most & messages. Messages arriving when the receiver’'s
in-queue isfull are ssimply dropped. With these restrictions, we can
state our main decidability result:

an input-bounded property is satisfied by an input-bounded com-
positionC with unbounded queues, regardless of whether they are

lossy or perfect.

According to Corollary 3.6, the unbounded-queue assumption alone
suffices to cause undecidability. Theorem 3.7 below provides the



complementary result, showing that the perfect-queue assumption
is sufficient for undecidability even when al queues are bounded.
This result highlights the impact of data-awareness on the verifi-
cation problem. Contrast it with the finite-state case, in which the
composition of CFSMs via bounded, perfect queues is easily re-
ducible to asingle FSM, for which verification is decidable.

Conversation protocols of the above flavor can also be verified
for our compositions. Werefer to such protocolsas* data-agnostic”,
because they ignore the contents of messages, checking only the se-
guence of observed message names For instance, in our running
example, a data-agnostic protocol would require any getHistory
message to be followed by a history message. Alternatively, we

THEOREM 3.7. Itis undecidable whether an input-bounded prop-Ma consider a “data-aware” extension of conversation protocols,
erty is satisfied by an input-bounded composition with no nested here the contents of messages is taken into account in the speci-

queues and 1-boundepkrfect flat queues.

Recall that the semantics of sending into flat queues requires a
message to be non-deterministically picked whenever the send rule
generates severa candidates. We consider a plausible alternative
semantics in which the generation of multiple candidate messages
is treated as a run-time error, in the sense that no message is sent
and an error flag is set instead. To this end, we extend the schema
of each peer VW with a propositional state errorg for each flat out-
queue R € W.QE ;. This state is appropriately set by the legal
successor relation and it can be consulted by the peer rules and
the properties. We say that the flat queues in this peer flavor have
deterministic sendules.

THEOREM 3.8. Itis undecidable whether an input-bounded prop-

fication of the protocol. We first show how data-agnostic protocols
can be verified for compositions, then consider data-aware proto-
cols.

In the context of lossy channels and bounded queues, severa
semantics for conversation protocols are possible. One is to ig-
nore dropped messages and only consider messages actually be-
ing enqueued. Intuitively, this places the observer of messages at
the recipients. We refer to this semantics as observer-at-recipient
An alternative would be to observe all sent messages, regardless of
whether or not they are enqueued. This corresponds to placing the
observer at the source of sent messages. We refer to this semantics
as observer-at-sourcéMVe first consider data-agnostic conversation
protocol s with observer-at-recipient semantics.

Let C be a composition and ¥ = C.Qout- A data-agnostic

erty is satisfied by an input-bounded composition of peers with no conversation protocol for C is a pair (3, B) where B is a Biichi

nested queues, andbounded lossy flat queues wilkterministic
send rules.

We next consider a list of minor relaxations of the syntactic
input-boundedness restriction (Section 3.1). First, we focus on
the restriction disallowing quantified variables to appear in nested
queue atoms. Noticethat a consequence of thisrestrictionistheim-
possihility to test emptiness of messages received vianested queues:
if R € W.Q5, 37 ?R(Z) checks the non-emptiness of the mes-
sage received along queue gr. Also notice that thistest islegal if
R € Qf,. Consider arelaxation of input-boundedness allowing
access to a built-in predicate empty(?R) that is set to true iff the
first message in gr is non-empty. We show that this is enough to
yield undecidability, even if the emptiness tests are only used in
formulating the property to be verified.

THEOREM 3.9. Itis undecidable whether an input-bounded prop-

erty with emptiness tests on nested messages is satisfied by an
input-bounded compositianwith 1-bounded queues (lossy or per-
fect).

A second restriction imposed by input-boundedness requires the
nested queue atoms appearing in input and in flat queue send rules
to be ground(contain terms constructed only of constants, no vari-
ables). Itsremoval |eads to undecidability.

THEOREM 3.10. It is undecidable whether an input-bounded
property is satisfied by a compositighwith 1-bounded queues
and lossy flat queues, whefés input-bounded except for allowing
non-ground nested in-queue atoms in input rules, or in flat queue
send rules.

4. CONVERSATION PROTOCOLS

The most prominent kind of correctness property for compo-
sitions considered in previous work is the notion of (finite-state)
conversation protocol It requires that the sequence of messages
as observed by some global observer belongs to an w-regular lan-
guage accepted by a Blichi automaton. The notion was introduced
by Fu, Bultan and Su [17], as a generalization of an earlier ver-
sion proposed by an industrial standard (IBM’s conversation sup-
port project [19]) for the model of communicating finite-state ma-
chines (CFSMs) sending and receiving propositional messages via
queues.

automaton over alphabet .2 Satisfaction of (3, B) by C under
the observer-at-recipient semantics is defined as follows. Let p =
{pi}i>o bearun of C. Wefirst define the set of propositions @ in
3 satisfied by each configuration of the run. The configuration po
satisfies no proposition Q. A configuration p;, @ > 0, satisfies @ if
anew message is placed in the queue for @ in the transition from
pi—1 10 p;. Let o(p;) provide the subset of ¥ satisfied by p;, ¢ > 0.
The run p satisfies the protocol iff {o(p;i)}i>o is accepted by B.
The composition C satisfies the protocol (3, BB) iff every run of C
satisfies the protocol. Clearly, data-agnostic conversation protocols
for our infinite-state compositions strictly generalize conversation
protocols for finite-state systems.

ExAMPLE 4.1 Since Biichi automata are strictly more expressive
than LTL [28, 9], conversation protocols include properties ex-
pressiblein LTL. For presentation simplicity, we illustrate an LTL-
expressible protocol which, in our running example, requires each
credit rating request message getRating to be followed by arating
reply:

G(getRating — F rating).

O

THEOREM 4.2. Itis decidable whether an input-bounded com-

position with bounded queues and lossy channels satisfies a data-

agnostic conversation protocol with observer-at-recipient seman-
tics. The problem i®sPACE-complete for schemas with bounded
arity, and EXPSPACE otherwise.

Note that PSPACE decidability is reasonable as far as verification
goes, given that LTL verification of finite-state (Mealy) machines
isaready PSPACE-complete[9].

Suppose we wish to verify protocols under the alternative observer-
at-source semantics. Unfortunately, verification is undecidable in
this case.

2A Biichi automaton is a finite-state automaton accepting infinite
sequences iff they drive the automaton to visit some final state in-
finitely often [28].



THEOREM 4.3. Itis undecidable, given an input-bounded com-

agnostic conversation protoc@t, B) with observer-at-source se-
mantics, whethef satisfies%, B).

We next consider data-aware conversation protocols. In view of
Theorem 4.3, we only consider protocols with observer-at-recipient
semantics, which is assumed by default. The data-aware protocols
generalize finite-state protocols, the data-agnostic protocols dis-
cussed above, and also input-bounded LTL-FO properties over the
schema C.Qout. We show the decidability of checking compliance
of acomposition with respect to the resulting protocol.

DEFINITION 4.4. A data-aware conversation protocol over the
schema of compositiadis a triple (3, B, {¢s }ocx ), Where: X is
a set of propositional symbolép, } - ¢ is a family of FO formulas
over schem&.Qout, ONne for each symbol ik, and 5 is a Bchi
automaton with transitions guarded by boolean formulas aver

Intuitively, we usethesymbolsin o € X asshorthands for formulas
o over the current snapshot.

We next define the semantics of data-aware conversation proto-
cols of the observer-at-recipient flavor. Recall that the semantics
of FO formulas interprets each Q € C.Qout as the message last
placed in the queue for Q. Thisis consistent with the observer-at-
recipient semantics for protocols.

Let P be aprotocol (3, B, {¢s }ocx). If each ¢, isasentence,
arun p of composition C satisfies P iff B accepts the infinite se-
quence obtained by computing the truth values for {¢, }ocs in
each snapshot of p. If the ¢,’s are formulas with free variables, et
z := |,y freeVargp, ). Denoting with Dom(p) the active do-
main of p, p satisfies P iff for each valuation v of Z in Dom(p), p
satisfiesthe protocol (without freevariables) (3, B, {¢s (v (Z)) }ocx).
We say that composition C satisfies conversation protocol P iff ev-
ery run p of C satisfies P.

Note that any LTL-FO property over schemaC.Qout Can be ex-
pressed by a data-aware conversation protocol, while the converse
isnot true. This observation follows from well-known results relat-
ing the expressivity of propositional LTL and Biichi automata [28].
An example data-aware conversation protocol is property (12) in
Example 5.1 below.

We say that conversation protocol P = (X, B,{¢s}sex) is
input-boundedf each ¢, isinput bounded.

THEOREM 4.5. It is decidable whether an input-bounded com-

(iv) satisfaction of a data-agnostic conversation protocol aug-
positionC with bounded queues and lossy channels, and a data- mented with emptiness tests on nested messages, by an input-bounded

composition with (perfect or lossy) 1-bounded queues.

5. MODULAR VERIFICATION

It is often useful to verify a composition C in amodular fashion,
i.e. to verify that a subset of its peers behaves correctly when the
full specification of the other peers is not available and the only
knowledge about them is declared in the form of properties of their
input-output behavior. Such verification is the best one can hope
for when the various peers are provided by autonomous parties un-
willing to disclose the internal implementation details. Even when
all peers are owned by a single party, modular verification enables
the validation of a peer subset before the design of the others is
completed.

Recall that a set of peers C is an open composition if C.Qin #
C.Qout. In particular, any single peer with at least one queue is
an open composition. Notice that C interacts with outside peers by
means of the message queues in the symmetric difference
C-Qin A C~Qout = (C-Qin \ C~Qout) U (C~Qout \ Can)
The queues in C.Qin \ C.Qout hold messages output by the en-
vironment, and are denoted £.Qout, Where we denote the envi-
ronment with £. The queues in C.Qout \ C.Qin hold messages
consumed by the environment, and are denoted £.Qin. A transi-
tion of the environmentodifies the queues in £.Qin U £.Qout
by non-deterministically removing first messages from the queues
in £.Qin and enqueuing new messages in the queues in £.Qout .-
We assume that in each run the tuples enqueued in environment
transitions use values from some finite domain. A run of C is de-
fined by alowing, in addition to regular moves of peersin C, non-
deterministically interleaved transitions of the environment. These
are detected by aspecial propositiona state move: that istrue when-
ever a transition of the environment occurs. We omit the formal
definition, which is an extension of Definition 2.6.

We next formalize the modular verification problem. An en-
vironmentspecification (spec) for C is an LTL-FO formula over
C.Qin A C.Qout- Thus, an environment spec describes the input-
output behavior of the outside peers as temporal connections be-
tween messages they receive and send.

ExAMPLE 5.1 We are interested in verifying that O from Exam-
ple 2.2 satisfies property (11) from Example 3.2 provided that the
credit reporting agency repliesto credit inquiries, and moreover re-

position with bounded queues and lossy channels satisfies an inputturns only credit categories from a pre-defined list (ranging from

bounded data-aware conversation protocol. The problepsa CE-
complete for schemas with bounded arity, andPSPACE other-
wise.

Boundary of decidability. Asin the case of LTL-FO properties
over the entire schema, even small relaxations of the restrictions
under which the above decidability results were obtained lead to
undecidability of verification. We consider relaxations similar to
those in Section 3.2.

THEOREM 4.6. The following are undecidable:

(i) satisfaction of a data-agnostic protocol by an input-bounded

composition with unbounded queues.

“poor’ to “excellent). Thisis expressed as an environment speci-
fication as follows:

G Vssn[?getRating(ssn (12)
(Irating(ssn,“poor”) V Irating(ssn,“fair”)
Vlrating(ssn,“good”) V Irating(ssn,“excellent))]
O

Intuitively, it is natural to interpret the specification of an envi-
ronment with observer-at-source semantics, independently of the

(i) satisfaction of a data-agnostic conversation protocol by an properties of the channels connecting the composition C with its
input-bounded composition with no nested queues and 1-boundedenvironment. In other words, if @ isan output of the environment,

perfect flat queues.

an atom Q(z) used in the description of the environment is true

(iii) satisfaction of a data-aware conversation protocol with groundat some point in a run iff message Q(z) is sent at that point by

message parameters, by an input-bounded compositiordatith

the environment. However, recall that in the context of bounded

ministic lossy flat 1-bounded queues and perfect nested 1-boundedqueues and lossy channels, our observer-at-recipient semantics ig-

queues.

nores dropped messages, so Q () is taken to be the last enqueued



message in the queue for Q. Thus, if the environment sends Q(z)
at step 4, the only fact observable at the recipient is that, if a mes-
sage is received at step 7 + 1 in queue @, then it has to equal
Q(Z). To correctly interpret environment specs in the context of
bounded queues and lossy channels with our observer-at-recipient
semantics, we tranglate their specification as follows. Let ¢ be
an environment spec. The observer-at-recipientranslation of v is
the formula v, obtained by replacing in ) each atom Q(z) where
Q € £.Qout by X(receivedq — Q()), where receivedq isa
new propositional state that holds at step 7 iff the queue for Q re-
ceived a new message between step ¢ — 1 and 7 (received holds
either if the length of queue Q increased from step ¢ — 1 to step 4,
or if amessage was read from @ at step ¢ — 1 and the length of @
stayed the same; this can be defined in terms of states and inputs
already available, so received, is simply a convenient shorthand).

ExAMPLE 5.2 Theobserver-at-recipient translation of the environ-
ment in Example 5.1 is

G Vssn[?getRating(ssn —
X(received!rating —
(frating(ssn,“poor”) V Irating(ssn,“fair”)
Vlrating(ssn,“good”) V Irating(ssn,“excellent)))]
(after combining several implications with received,, ating N the
left-hand side).

The soundness of the observer-at-recipient translation can be shown
formally as follows: (i) define observer-at-source runs of the envi-
ronment recording the consumed and generated messages at each

transition, (ii) define satisfaction of an environment spec v by observer-

at-source runs of the environment, (iii) define the set of observer-
at-recipient runs corresponding to observer-at-source runs, and (iv)
show that for each environment spec ), the observer-at-recipient
runs corresponding to the observer-at-source runs satisfying ¢ are
precisely those satisfying .. We omit the straightforward details
here.

We are now ready to define satisfaction of a property ¢ under
environment spec . Since in a run of C the environment tran-
sitions are interleaved with transitions of peersin C, the property
1y describing runs of the environment must be relaxed to take into
account the interleaved transitions. Intuitively, thisis done by con-
sidering only configurations where move is true. In detail, for a
propositional state o, we denote by X* atemporal operator whose
semantics is the following:

e p>; E X% iff p>i E ¢, wherei = min{m | m >
Jypm = o}
® D>, ': fanfg iff 3k 2 ] such that Pk ': « and P>k ': 52
and p>,, = & for every m such that j < m < k and
pm = o
Itisclear that X* and U* can be simulated with usual LTL opera-
tors.

DEFINITION 5.3. LetC be an open compositiog, an LTL-FO
formula over the schema 6f andv an environment spec far. Let
a = move and be obtained by replacing igh each occurrence
of theX andU operators withX® andU®. Let+), be the observer-
at-recipient translation ofs. ThenC satisfiesp under environment
specy (denoted |= o) iff every runp of C that satisfies),. also
satisfiesp.

Note that the order of the two translations, first from ¢ to + and
then from ¢ to ., is important and cannot be switched. Indeed,

the translation from ¢} to 4, introduces X operators that must not
be replaced by X“.

Towards stating our decidability result for modular verification,
we recall from Section 3 that an LTL-FO formula alows no tem-
poral operators to appear in the scope of any quantifier. An LTL-
FO sentence relaxes this restriction, being obtained by universally
quantifying the free variables of an LTL-FO formula. In contrast,
we say that an LTL-FO sentenceisstrictly input-boundedf no tem-
poral operators occur in the scope of quantifiers. The environment
spec (12) is strictly input-bounded.

THEOREM 5.4. Itis decidable whether an input-bounded open

compositionC with bounded queues and lossy channels satisfies

propertyy under environment speg, whereyp is an input-bounded
LTL-FO sentence ang is a strictly input-bounded LTL-FO sen-
tence overC.Qf, A €.Qf .. Moreover, the problem iBsPACE-
complete for schemas of bounded arity @axdSPACE otherwise.

Asit turns out, the strictness restriction is essential; removing it
leads to undecidability.

THEOREM 5.5. Itis undecidable whether an input-bounded open
compositionC with bounded queues and lossy channels satisfies

input-bounded property under input-bounded yebn-strict envi-
ronment specifications.

Itiseasy to seethat strictly input-bounded LTL-FO environment
specs can be expressed by input-bounded conversation protocols. It
turns out that the proof of Theorem 5.4 above adapts to obtain de-
cidability when the environment spec is given instead by an input-
bounded conversation protocol with observer-at-recipient seman-
tics.

6. RELATED WORK

In the finite-state case, it was shown in prior work that verifi-
cation of communicating finite-state machines (CFSM) is undecid-
able for unbounded, perfeajueues [6],and for unbounded, lossy
queues [2]. The CFSM model isa specia case of oursin which all
schemas are propositional and there is no user input or database.

The body of work on compositions of communicating finite-
state Web Services (sometimes called e-compositionsis surveyed
in [22, 23, 24]. We mention a few projects here. [15] verifies
that synchronous finite-state mediated composite services speci-
fied in the standard BPEL language [10] implement a Message
Sequence Chart specification. The verification is performed by
compiling the sequence charts into the Finite State Process nota-
tion (FSP), and invoking a propositional model checker from the
LTSA toolkit. [26] proposes an approach to the verification and
automated composition of finite-state web services specified using
the DAML-S standard [11]. The verified properties are proposi-
tional, abstracting from the data values. They pertain to safety,
liveness and deadlocks, al of which are expressiblein LTL. [25] is
concerned with verifying agiven finite-state web service flow spec-
ified in the standard WSFL [29] by using the explicit state model
checker SPIN [20]. The properties are expressed in LTL (abstract-
ing from data content).

The line of work in [18, 16] takes into account the contents of
the exchanged messages and thus transcends the purely proposi-
tional composition models described above (but assumes a pre-
defined finite domain for the values, which reducesthe problemto a
finite-state setting). Peers are specified using finite-state automata
whose transitions are guarded by boolean formulas involving the
message contents. Properties are expressed in LTL. Thisis a par-
ticular case of the framework presented in this paper, with finite do-
main, no database, no user input and no nested queues (but perfect



bounded flat queues). The emphasisis not on mapping the verifica-
tion boundaries, but on developing a versatile architecture allowing
the exchange of XML messages without being tied to any particular
standard, aswell as sufficient conditions to delegate the verification
task to the off-the-shelf finite-state model checker SPIN [20].

Recently,[5] has proposed amodel of compositions of peerswith
underlying databases. The model corresponds to a particular case
of the one we present here, with no user input, no nested queues,
perfect flat queues, and database access restricted to key lookup
only, so that at most one tuple is retrieved or updated at any given
time. [5] does not address verification, focusing on automatic syn-
thesis of adesired Web Service by “gluing together” an existing set
of services.

7. CONCLUSIONS

We have studied the verification properties of compositions of
data-driven peers communicating asynchronously by message ex-
change. We treat data values as first-class citizens, specifying each
peer’s behavior with queries against its configuration. This leads
to infinite-state compositions (since the database is not fixed in ad-
vance), and constitutes a departure from classical work on verifi-
cation of communicating finite-state machines or, more recently,
verification of finite-state Web Service compositions.

We delineate the boundaries of verification decidability by ex-
ploring a wide range of communication semantics and classes of
composition and property specifications. We aso consider modu-
lar verification of partially specified compositions when only the
input-output behavior of their environment is known. We iden-
tify a practically appealing and fairly tight class of specifications
for which verification is decidable in PsPacE (for fixed database
arity), which is no worse than LTL verification of finite-state ma-
chines. Our favorable prior experiments on individual peer verifi-
cation lead us to expect similar results for compositions.
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